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1. BACKGROUND 

Member States and their operating organizations are responsible for the safety and security of their 

research reactors. To assist them, the International Atomic Energy Agency (IAEA) is implementing 

projects aimed at enhancing the operational safety and the security of research reactors, including 

those which are under project and supply agreements. For research reactors and the associated 

materials and sites, there are specific safety and security issues, including the proximity of some 

facilities to populated areas and their accessibility to users from outside the operating organizations. 

Effective communication and coordination are essential to ensure that adequate safety measures and 

security measures are established at research reactors. Nuclear safety and nuclear security share the 

same ultimate goal, which is the protection of people and the environment from the harmful effects of 

ionizing radiation. Managing the interface between safety and security for a research reactor needs to 

be addressed in an integrated manner throughout the lifetime of the facility, to ensure that security 

measures and safety measures do not compromise one another. The IAEA publishes safety standards 

and nuclear security guidance to support Member States in achieving high levels of safety and 

security of research reactors. To aid Member States in developing a coordinated approach to safety 

and security, in 2016 the IAEA published Management of the Interface between Nuclear Safety and 

Security for Research Reactors (IAEA-TECDOC-1801). The development of the publication was 

supported in part by previous IAEA workshops and Technical Meetings dealing with this subject. 

Feedback from the IAEA’s activities on research reactors, including safety review missions and 

Technical Meetings, indicate a need to reinforce and further enhance Member States’ awareness and 

management of the interface between safety and security at research reactors. Additionally, the 
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positive reception of TECDOC-1801 has highlighted the research reactor community’s continued 

interest in this topic. In this context, the IAEA organized this virtual Regional Workshop on 

Managing the Interface between Safety and Security for Research Reactors from 6-10 June 2022. 

2. OBJECTIVES 

The objective of the workshop was to provide the participating Member States with practical 

information to better understand and manage the interface between safety and security of research 

reactors. The workshop also served as a forum for sharing information and exchanging knowledge and 

experience among the participating Member States on strategies to manage the interface between safety 

and security at research reactors.  

3. WORKSHOP PARTICIPANTS 

The workshop was attended by 19 participants from 7 Member States which are operating one or more 

(or planning to have their first or a new) research reactors. Among the participants were: managers of 

research reactor operating organizations and regulatory bodies; safety, security and operational 

specialists from operating organizations; and regulators responsible for the safety and security of 

research reactors. The participants represented research reactors with a wide range of reactor types, 

sizes, utilization programmes and safety and security risks. The complete list of participants is provided 

in Annex I of this report. 

The Scientific Secretaries of the workshop were Mr D. Sears of the Research Reactor Safety Section 

(RRSS) of the Division of Nuclear Installation Safety (NSNI), and Mr A. Shakoor from the Division of 

Nuclear Security (NSNS). Mr Jason Chakovski (Australia) was selected to be the Chair of the workshop, 

and Mr Abdul Malek Soner (Bangladesh) was selected to be the workshop rapporteur. 

4. CONDUCT OF THE WORKSHOP 

Mr Kristof Horvath from IAEA Division of Nuclear Security opened the workshop and highlighted 

Agency’s coordinated approach to address the safety and security of nuclear installations, including 

research reactors. He addressed the feedback from different IAEA conferences, technical meetings, peer 

review missions, training courses and workshops highlighting the importance of interface management 

and a need for further guidance on how to meet the safety requirements established in the IAEA Safety 

Standards Series and  the recommendations established in the IAEA Nuclear Security Series in a 

harmonized, holistic and complementary manner. Mr. Horvath also gave a short overview on an on-

going activity to develop a Safety Guide and Implementing Guide DS533/NST067 on the Management 

of the interfaces between nuclear and radiation safety and nuclear security. 

The opening session also included remarks from the Scientific Secretaries on the purpose and planned 

programme of the workshop and the desired outcomes. The Scientific Secretaries expressed the 

importance of harmonizing safety and security considerations throughout the lifetime of a research 

reactor facility and the expectation that the IAEA will facilitate this goal through coordination internally 

and with Member States in the development of standards, recommendations and guidance for research 

reactor safety and security. 

The workshop consisted of presentations from the IAEA representatives, from the participants, and 

working group discussions. The workshop agenda is provided in Annex II of this report. 

The presentations from the IAEA representatives covered the following topics: 

 

• Interface between safety and security of research reactors; 

• International legal instruments on nuclear safety and security; 

• Nuclear security issues and trends and programmes for research reactors; 

• Interface issues between nuclear safety and nuclear security cultures; 
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• Safeguards aspects associated with research reactors; 

• IAEA-TECDOC-1801 on management of the interface between safety and security of research 

reactors; 

• Nuclear safety and security interface aspects of digital I&C systems; and 

• The interface between safety and security in response to a radiological emergency. 

 

The meeting participants made presentations covering the safety and security status of the research 

reactors in their organizations, regulatory supervision for safety and security, and various aspects of 

management of safety and security. The presentations also included national practices and experience 

regarding managing the interface between safety and security for research reactors. These presentations 

led to useful discussions between the participants of topics related to research reactor safety and security 

and the interface between them. The major topics of discussions included: 

• The traditional organisational separation of reactor operations and security and the effect that this 

has on the interface between safety and security; 

• Managing the safety and security interface in ways that can be mutually supportive for each other; 

• Managing safety and security issues in a manner such that neither is considered as a priority over 

the other but they complement each other; 

• Managing security in a way that does not impair or degrade emergency response; 

• Application of the graded approach to the safety and security interface; 

• Cultural differences in that safety culture is typically transparent whereas security culture tends to 

be confidential; 

• Safety culture and security culture and methods for their self-assessments; 

• Combined periodic safety and security review; 

• Security consequence assessment and feeding this into emergency planning; 

• Combining security and safety in emergency exercises; 

• Taking lessons learnt in the interface between safety and security and using this information for 

future facilities; 

• Security systems, arrangements and recent upgrades;  

• Lessons learnt from cyber attacks; 

• Emergency planning and contingency planning, including coordinated response functions and 

external response organizations; 

• Regulatory inspections of safety and security and methods for coordinating inspection 

programmes; 

• Knowledge sharing and cross-training between safety and security organizations; and 

• Safety and security considerations related to facility modifications and utilization programmes, 

including access to the facility by outsiders such as researchers and contractors; 

 

The presentations made by the IAEA representatives and the participating Member States and the other 

workshop materials are available on a webpage in the Research Reactor Information Network, to which 

all participants have access. 

On Wednesday 8 June the participants were divided into three working groups, and on Thursday 9 June 

the groups worked independently on the exercises. The working group sessions focussed on the 

importance of management controls and processes, technical attributes and expertise for change 

analysis to ensure that proposed changes and associated activities will not adversely affect compliance 

with safety and security requirements, or reduce the relevance of safety analyses, operational limits and 

conditions or the approved security plan. Activity 1 involved a case for the change to existing security 

system that required consideration of analysing the impact to safety whereas Activity 2 involved a case 

for the change to the safety with consideration of analysing the impact to security. Activity 3 involved 

a Hypothetical Atomic Research Institute and analysis of its systems for physical protection, access 

control, trustworthiness, information security, security management and materials on site and to suggest 

possible improvements. The scope of the working group activities was to analyse the interface between 

safety and security using three case studies.   
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The description of the working group activities is included in Annex III of this report. 

The results of the working groups were presented and discussed in a plenary session on Friday 10 June. 

The conclusions and recommendations of the working groups formed part of the workshop’s 

conclusions and recommendations, which were presented by the workshop’s Chair and agreed upon 

during the closing session of the workshop. They are presented below. 

5. SUMMARY OF THE CONCLUSIONS AND RECOMMENDATIONS 

The main conclusions and recommendations of the workshop, which are based on the participants’ 

presentations, working group activities and general discussions among the participants, are summarized 

in the following paragraphs. 

5.1. General 

Various sessions of the Workshop provided an opportunity for the participants from regulatory and 

operating organizations to share their knowledge and experience, good practices, innovative methods 

and approaches to manage interfaces between safety and security of research reactors. Additionally, the 

group activities provided a good forum to the participants from regulatory and operating organizations 

to interact and understand each other’s perspectives despite some participants’ connection issues that 

constrained the virtual meeting. 

5.2. IAEA-TECDOC-1801 

It was noted in many workshop discussions that IAEA-TECDOC-1801 is an excellent source of 

information on managing the interface between safety and security. It was agreed that the practical case 

studies provided in Annex 1 are useful to understand the challenges in managing the interface between 

safety and security and how they can be managed. One of the member states reported that IAEA-

TECDOC-1801 was used as a primary resource during a recent Periodic Safety and Security Review 

(PSSR). 

Recommendation 1: Operating organizations and regulators are encouraged to use TECDOC-1801 for 

guidance for managing the interface between safety and security and training of their staff.  

5.3. External response organizations 

A number of presentations addressed the importance of communication means, procedures and 

compatibility as interface issues with external response organizations responsible for contingency and 

emergency response. They also highlighted the need for their familiarity with on- and off-site response 

operations, chain of command, facility related layouts, targets and hazards.   

Recommendation 2: Appropriate trainings should be organized for the external response organizations 

on radiological safety and such organizations should participate in joint training exercises to incorporate 

lesson learned in their response plans. 

5.4. Safety and security cultures 

While addressing the safety and security cultures, participants noted that safety and security are often 

in differing organisational departments, and safety culture tends to be very open whereas security 

culture is typically on a need-to-know basis resulting in cultural challenges. These cultural challenges 

can be mitigated somewhat through regular communication and engagement between reactor and 

security staff. 

Recommendation 3: Operating organisations are encouraged to establish routine and ongoing 

communications opportunities between facility management and security establishments in order to 

harmonise cultural differences between safety and security. 
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5.5. Regulatory activities related to the safety-security interface 

Some presentations by participants noted that some of the regulatory bodies integrated their safety and 

security oversight activities while other regulatory bodies either had separate organizations for safety 

and security regulation or different parts within the regulatory body performed completely separate 

safety and security functions or tasks without an adequate interface. 

Recommendation 4: Regulatory programmes for inspection and licensing for nuclear safety and nuclear 

security should be coordinated under a safety-security interface management framework at the 

regulator(s). For inspections, this could include joint safety and security inspections, to the maximum 

extent practicable. 

5.6. Future IAEA activities on the interface between nuclear safety and security 

Ongoing activity to develop the new Safety and Implementing guide, DS533/NST067, has been in 

progress. The objective of the publication is to provide overarching guidance on managing the interfaces 

between nuclear and radiation safety and nuclear security so as to ensure that safety measures and 

security measures are designed and implemented in a coordinated manner. This will facilitate the 

implementation of the relevant requirements of the IAEA Safety Standards Series and recommendations 

of the IAEA Nuclear Security Series. 

Recommendation 5: The IAEA should continue to organize biennial workshops on management of the 

interface between safety and security.  
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ANNEX I: LIST OF PARTICIPANTS 

 

 

No. Last Name First Name(s) Country/Organization 

1 Chakovski Jason Stephen Australia 
2 Lucas Katherine Australia 
3 Soner Md Abdul Malek Bangladesh 
4 Yasintha Niniek Ramayani Indonesia 
5 Roswita Fahma Indonesia 

6 Widiawati Nina Indonesia 

7 Trianti Nuri Indonesia 

8 Sukarno  Diah Hidayanti  Indonesia 

9 Husain Mohamad Annuar Assadat Malaysia 
10 Roslan Ridha Malaysia 
11 Azores Romelda Philippines 
12 Dela Cruz Rafael Miguel Philippines 
13 Gregorio Eugene Philippines 
14 Hernandez Eileen Beth Philippines 
15 Valdez Francis Cyril Philippines 
16 Rivers Joseph United States of America 
17 Nguyen Hoang Anh Viet Nam 
18 Tran Vinh Thanh Viet Nam 
19 Vo Dang Doan Hai Viet Nam 
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ANNEX II: AGENDA 

 

Workshop on Managing the Interface between Safety and Security of Research Reactors 

6-10 June 2022, Vienna, Austria 

 

Monday  

Time Topic 

09:30 – 10:00 Opening Remarks: Workshop Objectives and Expected Results 

Mr K. Horvath, Unit Head, NSNS/MAFA. 

Administrative Matters: 

• Scientific Secretaries (Mr D. Sears, IAEA/NSNI; Mr A. Shakoor, 

IAEA/NSNS); 

• Selection of Workshop Chairman and Rapporteurs; 

• Adoption of the agenda. 

10:00 – 10:30 International Legal Instruments on Nuclear Safety and Security 

Presenter: Mr. A. Wetherall (IAEA/OLA) 

10:30 – 11:15 The Interface between Nuclear Safety and Security for Research Reactors 

Presenter: Mr D. Sears (IAEA/NSNI) 

11:15 – 11:45 Coffee Break 

11:45 – 12:30 IAEA Nuclear Security Programme for Research Reactors 

Presenter: Mr A. Shakoor (IAEA/NSNS) 

12:30 – 13:00 Regulatory Practices to Manage the Interface Between Nuclear Safety and 

Nuclear Security 

Presenter: Mr Hatem Khouaja, Z.H. Shah (IAEA/NSNI) 

 

 

Tuesday  

Time Topic 

09:00 – 09:45 US Experience on Management of the Interface between Safety and Security 

for Research Reactors 

Presenter: Mr Joe Rivers (USA Nuclear) 

09:45 – 10:30 Interface Issues between Nuclear Safety and Nuclear Security Cultures 

Presenter: Ms Iva Kubanova (IAEA/NSNI) 
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10:30 – 10:50 Coffee Break 

10:50 – 12:00 Country Presentations 

• OPAL Periodic Safety and Security Review: Safety and Security 

Interfaces,  

Katherine Lucas, PSSR Project Manager, Australia  

• Status of Nuclear Safety and Security Management of the BAEC 

TRIGA Research Reactor,  

Mr Md. Abdul Malek Soner, BAEC, Bangladesh 

 

12:00 – 12:30 Safeguards Aspects of Research Reactors 

Presenter: Mr K. Swan (IAEA/SGCP) 

12:30 – 13:00 Nuclear Safety and Security Interface Aspects of Digital Systems for Research 

Reactors 

Presenter: Mr A. Duchac (IAEA/NSNS) 

 

 

Wednesday  

09:00 – 09:30 The interface between safety and security in the response to nuclear or 

radiological emergencies 

Presenter: Ms Stacey Horvitz (IAEA/IEC) 

09:30 – 10:30 Country Presentations 

• Safety and Security Interface in the Philippine Research Reactor – 1 

(PRR-1) Facility 

Rafael Miguel M. Dela Cruz*, Eugene S. Gregorio, DOST-Philippine Nuclear 

Research Institute, Philippines  

• Safety and Security Interface: The Implementation on the Transport 

of Nuclear Materials and Radioactive Sources in Indonesia 

Niniek Ramayani Yasintha, BAPETEN, Indonesia 

10:30 – 11:00 Coffee Break 

11:00 – 12:00 Country Presentations 

• Safety-Security Interfaces at TRIGA PUSPATI Research Reactor  

Mr. M. A. A. Husain, Senior Assistant Director, Nuclear Installation Division, 

AELB, Malaysia. 

• Safety and Security for Research Reactors in Viet Nam 
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Mr. Tran Vinh-Thanh, Viet Nam Agency for Radiation and Nuclear Safety, Viet 

Nam. 

12:00 – 13:00 Introduction to the Working Group Sessions 

Presenters:  Mr A. Shakoor (IAEA/NSNS) 

Mr D. Sears (IAEA/NSNI) 

Mr J. Rivers (USA Nuclear) 

- Description of exercises, Allocation of working groups 

Working Group Discussions 

 

Thursday  

09:00 – 09:30 Management of the Interface between Safety and Security for Research 

Reactors: IAEA TECDOC-1801 

Presenter: Mr Joe Rivers (USA Nuclear) 

09:30 – 11:00 • Working Group Discussions 

11:00 – 11:30 Coffee Break 

11:30 – 12:00 • Working Group Discussions (cont.) 

12:00 – 13:00 Working Group Interim Presentations (10 min each) 

Presenters: Working Group Rapporteurs 

Feedback and comments Working Group Interim Presentations - all 

  

Friday  

09:00 – 11:00 Working Group Presentations (30 min each) 

Presenters: Working Group Rapporteurs 

11:00 – 11:30 Coffee Break 

11:30 – 12:30 Presentation on the Chairman’s Report and Summary and Conclusion of the 

Workshop 

Presenter: Workshop Chairman 

12:30 – 13:00 Closing of the Workshop 

Presenters: Mr D. Sears (IAEA/NSNI) 

                    Mr A. Shakoor (IAEA/NSNS) 
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ANNEX III: WORKING GROUP ACTIVITIES 

 

 

Working Groups 

 

 

Working Group 1 
 

Working Group 2 
 

Name Country Name Country 

Mr Vinh-Thanh Tran Viet Nam Mr Hoang-Ahn Nguyen Viet Nam 

Mr  Eugene Gregorio Philippines Ms Romelda Azores Philippines 

Mr Rafael Miguel M. Dela Cruz Philippines Mr Francis Cyril Valdez Philippines 

Mr Mohammad Annuar Assadat 

Husain 

Malaysia Mr Jason Chakovski Australia 

Ms Hidayanti Sukarno Diah Indonesia Ms Widiawati Nina Indonesia 

Ms Roswita Fahma Indonesia Ms Niniek Yasintha Indonesia 

    

Working Group 3 
 

  

Name Country   

Mr Doan Hai Dang Vo Viet Nam   

Mr Md. Abdul Malek Soner Bangladesh   

Ms Eileen Beth Hernandez Philippines   

Mr Ridha Rosalan Malaysia   

Ms Katherine Lucas Australia   

Ms Trianti Nuri Indonesia   
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ANNEX IV: WORKING GROUP PRESENTATIONS 
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