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1. BACKGROUND

Member States and their operating organizations are responsible for the safety and security of their
research reactors. To assist them, the International Atomic Energy Agency (IAEA) is implementing
projects aimed at enhancing the operational safety and the security of research reactors, including
those which are under project and supply agreements. For research reactors and the associated
materials and sites, there are specific safety and security issues, including the proximity of some
facilities to populated areas and their accessibility to users from outside the operating organizations.
Effective communication and coordination are essential to ensure that adequate safety measures and
security measures are established at research reactors. Nuclear safety and nuclear security share the
same ultimate goal, which is the protection of people and the environment from the harmful effects of
ionizing radiation. Managing the interface between safety and security for a research reactor needs to
be addressed in an integrated manner throughout the lifetime of the facility, to ensure that security
measures and safety measures do not compromise one another. The IAEA publishes safety standards
and nuclear security guidance to support Member States in achieving high levels of safety and
security of research reactors. To aid Member States in developing a coordinated approach to safety
and security, in 2016 the IAEA published Management of the Interface between Nuclear Safety and
Security for Research Reactors (IAEA-TECDOC-1801). The development of the publication was
supported in part by previous IAEA workshops and Technical Meetings dealing with this subject.
Feedback from the IAEA’s activities on research reactors, including safety review missions and
Technical Meetings, indicate a need to reinforce and further enhance Member States’ awareness and
management of the interface between safety and security at research reactors. Additionally, the
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positive reception of TECDOC-1801 has highlighted the research reactor community’s continued
interest in this topic. In this context, the IAEA organized this virtual Regional Workshop on
Managing the Interface between Safety and Security for Research Reactors from 6-10 June 2022.

2. OBJECTIVES

The objective of the workshop was to provide the participating Member States with practical
information to better understand and manage the interface between safety and security of research
reactors. The workshop also served as a forum for sharing information and exchanging knowledge and
experience among the participating Member States on strategies to manage the interface between safety
and security at research reactors.

3. WORKSHOP PARTICIPANTS

The workshop was attended by 19 participants from 7 Member States which are operating one or more
(or planning to have their first or a new) research reactors. Among the participants were: managers of
research reactor operating organizations and regulatory bodies; safety, security and operational
specialists from operating organizations; and regulators responsible for the safety and security of
research reactors. The participants represented research reactors with a wide range of reactor types,
sizes, utilization programmes and safety and security risks. The complete list of participants is provided
in Annex | of this report.

The Scientific Secretaries of the workshop were Mr D. Sears of the Research Reactor Safety Section
(RRSS) of the Division of Nuclear Installation Safety (NSNI), and Mr A. Shakoor from the Division of
Nuclear Security (NSNS). Mr Jason Chakovski (Australia) was selected to be the Chair of the workshop,
and Mr Abdul Malek Soner (Bangladesh) was selected to be the workshop rapporteur.

4. CONDUCT OF THE WORKSHOP

Mr Kristof Horvath from IAEA Division of Nuclear Security opened the workshop and highlighted
Agency’s coordinated approach to address the safety and security of nuclear installations, including
research reactors. He addressed the feedback from different I AEA conferences, technical meetings, peer
review missions, training courses and workshops highlighting the importance of interface management
and a need for further guidance on how to meet the safety requirements established in the IAEA Safety
Standards Series and the recommendations established in the IAEA Nuclear Security Series in a
harmonized, holistic and complementary manner. Mr. Horvath also gave a short overview on an on-
going activity to develop a Safety Guide and Implementing Guide DS533/NST067 on the Management
of the interfaces between nuclear and radiation safety and nuclear security.

The opening session also included remarks from the Scientific Secretaries on the purpose and planned
programme of the workshop and the desired outcomes. The Scientific Secretaries expressed the
importance of harmonizing safety and security considerations throughout the lifetime of a research
reactor facility and the expectation that the IAEA will facilitate this goal through coordination internally
and with Member States in the development of standards, recommendations and guidance for research
reactor safety and security.

The workshop consisted of presentations from the IAEA representatives, from the participants, and
working group discussions. The workshop agenda is provided in Annex Il of this report.

The presentations from the IAEA representatives covered the following topics:

Interface between safety and security of research reactors;

International legal instruments on nuclear safety and security;

Nuclear security issues and trends and programmes for research reactors;
Interface issues between nuclear safety and nuclear security cultures;



o  Safeguards aspects associated with research reactors;

o |AEA-TECDOC-1801 on management of the interface between safety and security of research
reactors;

e Nuclear safety and security interface aspects of digital 1&C systems; and
The interface between safety and security in response to a radiological emergency.

The meeting participants made presentations covering the safety and security status of the research
reactors in their organizations, regulatory supervision for safety and security, and various aspects of
management of safety and security. The presentations also included national practices and experience
regarding managing the interface between safety and security for research reactors. These presentations
led to useful discussions between the participants of topics related to research reactor safety and security
and the interface between them. The major topics of discussions included:

e  The traditional organisational separation of reactor operations and security and the effect that this
has on the interface between safety and security;

e  Managing the safety and security interface in ways that can be mutually supportive for each other;

e Managing safety and security issues in a manner such that neither is considered as a priority over
the other but they complement each other;

e  Managing security in a way that does not impair or degrade emergency response;

e  Application of the graded approach to the safety and security interface;

Cultural differences in that safety culture is typically transparent whereas security culture tends to

be confidential,

Safety culture and security culture and methods for their self-assessments;

Combined periodic safety and security review;

Security consequence assessment and feeding this into emergency planning;

Combining security and safety in emergency exercises;

Taking lessons learnt in the interface between safety and security and using this information for

future facilities;

Security systems, arrangements and recent upgrades;

Lessons learnt from cyber attacks;

e Emergency planning and contingency planning, including coordinated response functions and
external response organizations;

e Regulatory inspections of safety and security and methods for coordinating inspection
programmes;

e  Knowledge sharing and cross-training between safety and security organizations; and

e  Safety and security considerations related to facility modifications and utilization programmes,
including access to the facility by outsiders such as researchers and contractors;

The presentations made by the IAEA representatives and the participating Member States and the other
workshop materials are available on a webpage in the Research Reactor Information Network, to which
all participants have access.

On Wednesday 8 June the participants were divided into three working groups, and on Thursday 9 June
the groups worked independently on the exercises. The working group sessions focussed on the
importance of management controls and processes, technical attributes and expertise for change
analysis to ensure that proposed changes and associated activities will not adversely affect compliance
with safety and security requirements, or reduce the relevance of safety analyses, operational limits and
conditions or the approved security plan. Activity 1 involved a case for the change to existing security
system that required consideration of analysing the impact to safety whereas Activity 2 involved a case
for the change to the safety with consideration of analysing the impact to security. Activity 3 involved
a Hypothetical Atomic Research Institute and analysis of its systems for physical protection, access
control, trustworthiness, information security, security management and materials on site and to suggest
possible improvements. The scope of the working group activities was to analyse the interface between
safety and security using three case studies.



The description of the working group activities is included in Annex Il1 of this report.

The results of the working groups were presented and discussed in a plenary session on Friday 10 June.
The conclusions and recommendations of the working groups formed part of the workshop’s
conclusions and recommendations, which were presented by the workshop’s Chair and agreed upon
during the closing session of the workshop. They are presented below.

5. SUMMARY OF THE CONCLUSIONS AND RECOMMENDATIONS

The main conclusions and recommendations of the workshop, which are based on the participants’
presentations, working group activities and general discussions among the participants, are summarized
in the following paragraphs.

5.1. General

Various sessions of the Workshop provided an opportunity for the participants from regulatory and
operating organizations to share their knowledge and experience, good practices, innovative methods
and approaches to manage interfaces between safety and security of research reactors. Additionally, the
group activities provided a good forum to the participants from regulatory and operating organizations
to interact and understand each other’s perspectives despite some participants’ connection issues that
constrained the virtual meeting.

5.2. IAEA-TECDOC-1801

It was noted in many workshop discussions that IAEA-TECDOC-1801 is an excellent source of
information on managing the interface between safety and security. It was agreed that the practical case
studies provided in Annex 1 are useful to understand the challenges in managing the interface between
safety and security and how they can be managed. One of the member states reported that IAEA-
TECDOC-1801 was used as a primary resource during a recent Periodic Safety and Security Review
(PSSR).

Recommendation 1: Operating organizations and regulators are encouraged to use TECDOC-1801 for
guidance for managing the interface between safety and security and training of their staff.

5.3. External response organizations

A number of presentations addressed the importance of communication means, procedures and
compatibility as interface issues with external response organizations responsible for contingency and
emergency response. They also highlighted the need for their familiarity with on- and off-site response
operations, chain of command, facility related layouts, targets and hazards.

Recommendation 2: Appropriate trainings should be organized for the external response organizations
on radiological safety and such organizations should participate in joint training exercises to incorporate
lesson learned in their response plans.

5.4. Safety and security cultures

While addressing the safety and security cultures, participants noted that safety and security are often
in differing organisational departments, and safety culture tends to be very open whereas security
culture is typically on a need-to-know basis resulting in cultural challenges. These cultural challenges
can be mitigated somewhat through regular communication and engagement between reactor and
security staff.

Recommendation 3: Operating organisations are encouraged to establish routine and ongoing
communications opportunities between facility management and security establishments in order to
harmonise cultural differences between safety and security.



5.5. Regulatory activities related to the safety-security interface

Some presentations by participants noted that some of the regulatory bodies integrated their safety and
security oversight activities while other regulatory bodies either had separate organizations for safety
and security regulation or different parts within the regulatory body performed completely separate
safety and security functions or tasks without an adequate interface.

Recommendation 4: Regulatory programmes for inspection and licensing for nuclear safety and nuclear
security should be coordinated under a safety-security interface management framework at the
regulator(s). For inspections, this could include joint safety and security inspections, to the maximum
extent practicable.

5.6. Future IAEA activities on the interface between nuclear safety and security

Ongoing activity to develop the new Safety and Implementing guide, DS533/NST067, has been in
progress. The objective of the publication is to provide overarching guidance on managing the interfaces
between nuclear and radiation safety and nuclear security so as to ensure that safety measures and
security measures are designed and implemented in a coordinated manner. This will facilitate the
implementation of the relevant requirements of the IAEA Safety Standards Series and recommendations
of the IAEA Nuclear Security Series.

Recommendation 5: The IAEA should continue to organize biennial workshops on management of the
interface between safety and security.



ANNEX I: LIST OF PARTICIPANTS

No. Last Name First Name(s) Country/Organization
1 Chakovski Jason Stephen Australia
2 Lucas Katherine Australia
3 Soner Md Abdul Malek Bangladesh
4 Yasintha Niniek Ramayani Indonesia
5 Roswita Fahma Indonesia
6 | Widiawati Nina Indonesia
7 Trianti Nuri Indonesia
8 | Sukarno Diah Hidayanti Indonesia
9 Husain Mohamad Annuar Assadat | Malaysia
10 | Roslan Ridha Malaysia
11 | Azores Romelda Philippines
12 | Dela Cruz Rafael Miguel Philippines
13 | Gregorio Eugene Philippines
14 | Hernandez Eileen Beth Philippines
15 | Valdez Francis Cyril Philippines
16 | Rivers Joseph United States of America
17 | Nguyen Hoang Anh Viet Nam
18 | Tran Vinh Thanh Viet Nam
19 | Vo Dang Doan Hai Viet Nam




ANNEX I1: AGENDA

Workshop on Managing the Interface between Safety and Security of Research Reactors

6-10 June 2022, Vienna, Austria

Time Topic
09:30 - 10:00 | Opening Remarks: Workshop Objectives and Expected Results
Mr K. Horvath, Unit Head, NSNS/MAFA.
Administrative Matters:
e Scientific Secretaries (Mr D. Sears, IAEA/NSNI; Mr A. Shakoor,
IAEA/NSNS);
o Selection of Workshop Chairman and Rapporteurs;
e Adoption of the agenda.
10:00 — 10:30 | International Legal Instruments on Nuclear Safety and Security
Presenter: Mr. A. Wetherall (IAEA/OLA)
10:30 - 11:15 | The Interface between Nuclear Safety and Security for Research Reactors
Presenter: Mr D. Sears (IAEA/NSNI)
11:15-11:45 | Coffee Break
11:45-12:30 | IAEA Nuclear Security Programme for Research Reactors
Presenter: Mr A. Shakoor (IAEA/NSNS)
12:30 - 13:00 | Regulatory Practices to Manage the Interface Between Nuclear Safety and

Nuclear Security

Presenter: Mr Hatem Khouaja, Z.H. Shah (IAEA/NSNI)

e

Time Topic

09:00 — 09:45 | US Experience on Management of the Interface between Safety and Security
for Research Reactors
Presenter: Mr Joe Rivers (USA Nuclear)

09:45-10:30 | Interface Issues between Nuclear Safety and Nuclear Security Cultures
Presenter: Ms Iva Kubanova (IAEA/NSNI)




10:30 — 10:50 | Coffee Break

10:50 - 12:00 | Country Presentations

e OPAL Periodic Safety and Security Review: Safety and Security
Interfaces,

Katherine Lucas, PSSR Project Manager, Australia

e Status of Nuclear Safety and Security Management of the BAEC
TRIGA Research Reactor,

Mr Md. Abdul Malek Soner, BAEC, Bangladesh

12:00 - 12:30 | Safeguards Aspects of Research Reactors
Presenter: Mr K. Swan (IAEA/SGCP)

12:30 - 13:00 | Nuclear Safety and Security Interface Aspects of Digital Systems for Research
Reactors

Presenter: Mr A. Duchac (IAEA/NSNS)

09:00 -09:30 | The interface between safety and security in the response to nuclear or
radiological emergencies

Presenter: Ms Stacey Horvitz (IAEA/IEC)

09:30-10:30 | Country Presentations

e Safety and Security Interface in the Philippine Research Reactor — 1
(PRR-1) Facility

Rafael Miguel M. Dela Cruz*, Eugene S. Gregorio, DOST-Philippine Nuclear
Research Institute, Philippines

e Safety and Security Interface: The Implementation on the Transport
of Nuclear Materials and Radioactive Sources in Indonesia

Niniek Ramayani Yasintha, BAPETEN, Indonesia

10:30 —11:00 | Coffee Break

11:00 —12:00 | Country Presentations
e Safety-Security Interfaces at TRIGA PUSPATI Research Reactor

Mr. M. A. A. Husain, Senior Assistant Director, Nuclear Installation Division,
AELB, Malaysia.

e Safety and Security for Research Reactors in Viet Nam




Mr. Tran Vinh-Thanh, Viet Nam Agency for Radiation and Nuclear Safety, Viet
Nam.

12:00 —13:00 | Introduction to the Working Group Sessions
Presenters: Mr A. Shakoor (IAEA/NSNS)
Mr D. Sears (IAEA/NSNI)
Mr J. Rivers (USA Nuclear)
- Description of exercises, Allocation of working groups

Working Group Discussions

Thursday

09:00 - 09:30 | Management of the Interface between Safety and Security for Research
Reactors: IAEA TECDOC-1801

Presenter: Mr Joe Rivers (USA Nuclear)

09:30 - 11:00 o Working Group Discussions

11:00 — 11:30 | Coffee Break

11:30 - 12:00 o Working Group Discussions (cont.)

12:00 -13:00 | Working Group Interim Presentations (10 min each)
Presenters: Working Group Rapporteurs

Feedback and comments Working Group Interim Presentations - all

09:00 - 11:00 | Working Group Presentations (30 min each)

Presenters: Working Group Rapporteurs

11:00 —11:30 | Coffee Break

11:30 -12:30 | Presentation on the Chairman’s Report and Summary and Conclusion of the
Workshop

Presenter: Workshop Chairman

12:30 - 13:00 | Closing of the Workshop
Presenters: Mr D. Sears (IAEA/NSNI)
Mr A. Shakoor (IAEA/NSNS)




ANNEX 111:

WORKING GROUP ACTIVITIES

Working Groups
Working Group 1 Working Group 2
Name Country Name Country
Mr Vinh-Thanh Tran Viet Nam Mr Hoang-Ahn Nguyen Viet Nam
Mr Eugene Gregorio Philippines Ms Romelda Azores Philippines
Mr Rafael Miguel M. Dela Cruz | Philippines Mr Francis Cyril Valdez Philippines
Mr Mohammad Annuar Assadat | Malaysia Mr Jason Chakovski Australia
Husain
Ms Hidayanti Sukarno Diah Indonesia Ms Widiawati Nina Indonesia
Ms Roswita Fahma Indonesia Ms Niniek Yasintha Indonesia
Working Group 3
Name Country
Mr Doan Hai Dang Vo Viet Nam
Mr Md. Abdul Malek Soner Bangladesh
Ms Eileen Beth Hernandez Philippines
Mr Ridha Rosalan Malaysia
Ms Katherine Lucas Australia
Ms Trianti Nuri Indonesia
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Group 1

M. VinhTanh Tran

. Hidoyant Sukamo Dioh
Ma. Ravwita Fahma

Faclivor Mr Akdd Shokasr

(ase 1

* Specific performance criteria have io be met in order for the exterior
fence to meel the requirements of o security barrier.

+ One requirement is that the fence posts have to be ot least 2.3 meters
uvnderground and set in concrate

+ Furthermars, the increased safety requirements that hacome necessary to
license the reactor for operation at 3MW will increase the impertance of
the electrical power and waler supplies.

+ The building services (electrical power, water, and heating steom| enter
the building underground through the utlity room. Therefore, the wiility
room needs also to be provided with additional physical protection.

ANNEX IV: WORKING GROUP PRESENTATIONS

Objective

* To understand impartance of management contrel and process, technical
altrioutes, and expertise for change analysis

« T ensure that proposed changes, and the activifies will not adversely
affect compliance with safety or security requirements

Question 1

* Could the proposed change result in an increase in the frequencg of occurrence
of an acciden! previously evalusted in the facility safely analysis?

=MNo

-It is need o understand that the enh its of security fectures in the facility
will nat compromise the safery in the area where these upgrades will be opplied.
le.g. access fo inferior security doors).

-The upgrades in PPS will be on the Security group. For the evaluation of salety
interface of the upgraded PPS will be on the salefy group with colloboration of
the engineering group in the case of the utility rocm

-These concerns should be communicated by the Reactor Manager addressing
bath security and salety concerns an the praposed vpgrades of the PFS.
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Case 1

* The small university research reactor needs to enhance physical
protection system in response fo plans o increase the maximum licensed
reactor power from 500 kW to 3 MW,

= The security manager has proposed a medification to add a security
fence around o portion of the exterior of @ mullipurpose building housing
the reacter, severo| classrooms, a uﬁ‘ihf room, ancd Facuhy affices.

* |n addition to the fence, several interior security doors will be required to
segregate the reactor and the utility room from the classrooms and offices

Question 2

Could the propesed change increase the risk of exposure to staffé

=Yes

=a slrong understonding in the imporance of rodiction protection, principles
[TDS, JOL, ALARA), dose caleulations ete

-the radiation pratection group and safety group

-the recclor manoger should be the one to communicate conceming the sofety of
the staff

-Perhaps, to explain fhe changes of procedures in aceessing the facil
restrictions in some areas that are previously controlled or supervi
awareness of dose in reference to dose caleulations done by radialion protection
greup.




Question 3

= Could the propased change creale a possibility for @ malfunction of o structure,
system of componant i'nﬁunum ta safety with a different result than from any
previously svaluated in the facility safety analysis?

~Yes

=The configurafion and purpese of structures, systems, and companents and the
safety analyses and the operational limits and canditions,

-Enginaers, reactor phyics group, and operafors.
=Parhaps, the reactor manager and the safety group
-0 raview of the safety analysis report cecounting the change in power

~nsses the |imit of the operation (renctor physics parameters) and to make sure
that it will not exceed.

-~astablishing new procedures in relating 1o operation the facility.

Case 2

Could the proposed change or activity decrease the reliability or availability of o
security system to perdorm its intended funclions?

=Yes

~undersianding of the physical layout of the facility and the layout of security
layers in the facility and to consider the chemical safery as well.

=Security group, sofety group, and engineers,

-It should be communicaied by the cperalions monoger logether wilh the reccior
manager

=Flanning and consultation with the safety and security groups and the engineers
on the proposed installation of the chemical tank

-Reassessment of the aporopriateness of the area to hold and store chemicals.

Cose 2

+ A modificafion to @ 20 MW research reactor has been proposed by the
operations manager which would include o chemical storoge fank and a
chemical injection system for adding corrasion inhibiting chemicals to o
coaling fower.

« The cooling fower's safety function is to provide o heat sink for decay
heal removal following operational transients and under sccident
conditions,

* The cooling tower is experiencing accelerated corrosion that could soon
render the cooling fower inoperable if not comecied.

Activity 3: HARI

* General Descriplion

= The Hypothetical Atomic Research [nssiute [HAR]) was estoblisned 1o serve as the Stale’s gremier
nuclear enesgy research foclity. HARD is cperated by the Sieie’s Matisral Acadesy of Science [MAS)
o i

ek ackvitas

* HARI's purpase is 1o build scienfic experlise and copacity for the cauniry. The Iniftute hauses o
resnoich rmoclar facility, redisiselogae producion facility, fuel eement fabrcation faciley, gamme
_m_d_uymr foeility, woste pracessing ond @sroge feclity, and cdminstretve end feelity suppart
Sucilities.

* HARI'S 10 MW Research Reactor |&
wrimeily

® Proguction of moldbdenuma9 (F9Ma]
B Neumrandoeam experiments
= Neulransactivation analysis
= Maleric] sesting of MO fuel proterypes

@ muli=purpase cpempashtype revcer. |t has been desigod
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* The placement of the chemical storage tank is within the protected area,
in an area with easy access for the chemical delivery vehicle.

* The placement of the tank will cbsiruct the view of the research reactor
security personnel and may interfere with the detection of unauthorized
personnel in the protected area.

+ Additionally, the delivery vehicle will further obstruct cbservation of the
outermast security physicel barrier when making routine deliveries, which
occur once o week and require about one hour,

Activity 3: HARI

The Fusl Fabricatien Faeiliy (FFF] manufachios low-snrihad uranium (LEL] ol far the Research Raactor

The Gamma lnadation Foaclily [GIF) provides commercial serilizstian of many products, primariy for the
madical and feod servions indusries.

« The Redicisetpe Productan Foclloy [RFF| processes irndiated targets St are used s preduce severa|
medical and indusrial radisatsnes, primarily #¥ha.

The Cesralized Waste Frocessing Facllity {CWPF] and [nserim Slorage Facllity || 5F) receive mdioactive and
from the various focililies an the HAZ| comples and process them far sale soroge. This waste
inchoes targe Foils and fillees from 9980 aroduction.

The HAR] site 15 |acened in the notian's capial, which & o madem metapelis af rwe milen inhebitents that
s majar raudwarys, o reil sysem, bath o private and o milbary girpert, oo a limited waterway.

= MAR| wes ariginally localed in o rarmale aree on the autskirts of the capitel, bul sve
businesses and unwenity buldings were canstucted around 1. Today, HARI is o* fre cente of a thriving

resparch park and business commuricy in o resicenticl suburs




Adiivity 3: HARI

+ The neficn's capibal is locased in a high levation, fed anvi . T vegetil ol small
ahnba, eoes, hardy deser! ees, ood grosses. Small enimels, such os rabbis, sguimels and foxes nhoil the
aroe. Birds of oll szos are present. Toe chemate is o typicol high=desert ervirarmeont with appraximetely 300
cliar doiys o bright sumshing per yaim. On dlaudy diny, some anscs birvis & high bighhemslark rif bectuie
of moving choud shodews, Raiohall s epgrasimately 15 cm e yad, wilh lve mojosly accuring during
secsonol thundersicons o he lale wemmer rairy secson. Tha sprieg seeses s lypicely very windy far fwa 1o
thewe menths, with continupus winds of 2 te 5 lem/he ang gusts of up te 50 kmy/he. Dry debris, dust and deed
wegesation are blown about during fe windy seasan.

HART Appendix 11 and 12

* In terms of safety and security, it is enough, don't need any additional
features.
* Based on the facility layout, it hos enough double fence, turnstile, stc.
+ Support instruments is also enough.
* |n Appendix 12: Access Cantrol, |t menfioned this statement:
Fohu i ok e 1 keys, e ).

oL —————yy 3 puipment i et o e
pibysacal peotection sysiem. aed is described in Appendis 11, Physical Security.

However, this discussion is present in this appendix.
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Croup 2 Presentation

Case Study 1 — A Change to Security

+ The small university research reactor needs to
enhance physical protection system in response
1o plans 1o increase the maximum licensed
reactor power from 500 kW to 3 MW,

+ The security manager has proposed a

/ medification to add a security fence around a

portion of the exterior of a multi-purpose bullding
housing the reaclor, several classrooms, a utility
room and faculty offices.

In addition to the fence, several interior security
doors will be required to segregate the reactor
and the utility room from the classrooms and
offices.

Case Study 1 — A Change to Security
Question 1:

|+ Could the proposed change resultin an increase in
the frequency of occurrence of an accident
previously evaluated in the facility safety analysis?

/ = Yzi. Due o fheincremss in pewer of the reacior, some aspects of
the recctor may increass the Fequancy of occurence ofan
! accident.

= EG. shislding may rot be sificiant arymars.

Case Study 1 — A Change to Security
Question 1:

— What level of understanding would be required
associated with the accidents evaluated in the facility
safety analysis and their assumed frequency?.

= An undemtanding of the facifty's techrical aspects and safety

caze._
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Case Study 1 — A Change to Security

+ Specific performance criteria have to be met in order
| for ihe extenor fence to meet the requirements of a
| security barrier.
One requirerment is that the fenca posts have to be at
"+ Furthermore. the increased safety requirements that
/ become necessary to licence the reactor for operation
at 3 MW will increase the imponance of the slecirical
/ powar and water supplias.

+ The building services (electrical power, water and
heating steam) enter the building underground
through the wtility room. Therefore, the utility room
needs also to be provided with additional physical
profection.
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Case Study 1 — A Change to Security
Question 1:

— Which facility groups hold expertise to answer this
question {e.q. operations, engineering etc.)

/ = Operafions, Engineering and Licersing.




Case Study 1 - A Change to Security
Question 1:

— Wheo should communicate to the concerned facility
aroups?

= A pesonnel from the Enginesring Team inferdacing with the Security
Team and cther penannel from fhe Reactor Team.

Case Study 1 - A Change to Security
Question 1:

— In case of “yes" to Q-1, discuss process of change
management and ways to manage safety-security
interface.

= Change manogement may require going though @ change
control pracess including documentng the charge, azessing the
charge for safety,indepardent review by the recctor amessment
comrrittes, crd poterficlly the reguiater.

Case Study 1 — A Change to Security
Question 2:

= What level of understanding would be required to
evaluate potential risk of exposure to the facility
staff?

= An understanding of the facility's fechrical aspects, sofely case
and redigtion pratection aspect:

Case Study 1 — A Change to Security
Question 2:

- Which facility groups hold expertise to answer this
question (e.g. operations, engineering eic.)

-

/ = Erginesring, Dperafions
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Case Study 1 - A Change to Security
Question 2:

* Could the proposed change increase the risk of
‘ exposure lo staff?

/ = Yei Access routes are harder fo sscape through in fimes of
emergency.

Case Study 1 — A Change to Security
Question 2:

= Who should communicate to the concerned facility
groups?

/ = A perornel from the Engineeting Team irferfocing with the Security
Team and cther persannel from the Reactor Team.




Case Study 1 — A Change to Security
Question 2:

— In case of “yes™ to Q-2, discuss process of change
management and ways to manage safety-security
interface.

= Change management may require going through a change
cenirgl proces: inciuding o ing the change, azzessing the
change for sofety, independeant review by the reactor azzeszment
committee, and potentialy the reguiator.

|

13
Case Study 1 — A Change to Security
Question 3:

~ Which facility groups hold expertise to answer this
/‘ question (e.g. operations, engineering etc.)

= Engineering, Maintenance, Operctiors

16

Case Study 1 — A Change to Security
Question 3:

« Could the proposed change create a possibility for a
malfunction of a structure, system or component
important to safety with a different result than from
any previously evaluated in the facility safety
analysis?

= Yes Due to probable malfunchion of underground senices.

Case Study 1 — A Change to Security
Question 3:

— Who should communicate to the concerned facility
groups?

= A peronnel fom the Engineering Team interfocing with the Security
Team and othar parcnnel from the Reactor Team.

17

Case Study 1 — A Change to Security
Question 3:

— What level of understanding would be required to
evaluate potential malfunctions of a structure, system or
components important to safety?

= An understanding of the fociity's techricol aspect: and safety
cose.

Case Study 1 — A Change fo Security
Question 3:

~ In case of "yes” to Q-3, discuss process of chan
/ management and ways to manage safety-security
interface.

= Change mancgement may require going through o change
coniral process inchuding documenting the changs, azzessing the
change for zafety, independant review by the recctor azezment
commitiee, and potentially the reguiater.




corrosion that could soon render the cooling
tower inoperable if not corrected.

Case Study 2 — A Change to Safety
» A modification to a 20 MW research reactor has
‘ been proposed by the operations manager
| which would include a chemical storage tank
and a chemical injection system for adding
7 corrosion inhibiting chemicals to a cooling tower.
» The cooling tower's safety function is to provide
a heat sink for decay heat removal following
operational transients and under accident
conditions.
+ The cooling tower is experiencing accelerated
19

Case Study 2 - A Change to Safety

+ The placement of the chemical storage tank is
within the protected area, in an area with easy
access for the chemical delivery vehicle.

The placement of the tank will obstruct the view
of the research reactor security personnel and
may interfere with the detection of unauthorized
personnel in the protected area.

Additionally, the delivery vehicle will further
obstruct observation of the outermost security
physical barrier when making routine deliveries,
which occur once a week and require about one
hour.

Case Study 2 — A Change to Safety
Question 1:

» Could the proposed change or activity decrease
the reliability or availability of a security system to
‘perform its intended functions?

= Yez Due to obziruction of view from the new equipment and the
deivery fruck. The daivery uck can alze be uzed fo hide
expiozves

Case Study 2 - A Change to Safety
Question 1:
|
' — What level of understanding would be required to
evaluate the impact of the proposed safety change on
the reliability and the availability of security systems?
= Facility Layout, Security Systems, Structure Systems and
Components, Security Plon and Procedures, Bdema responze unitz
.. Poice, Fire Depariment.

Case Study 2 - A Change to Safety
Question 1:

- Which tacllliy groups hold expérﬁse to ans.we.t this

question (e.g. operations, engineering etc.)

= Security Team, Operaticnz Team, Engineeting Team

22
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Case Study 2 - A Change to Safety
Question 1:

— Who should communicate to the concemned facility

groups?

= Operafions manager




Case Study 2 - A Change to Safety
Question 1:

management and ways to manage safety-security

~ In case of "yes" to Q-1, discuss process of change
oo

interface.

= Change management may require going through a change
conirol process including documenting the change, aszessing the:
change for zafety, independant review by the reacter aszeszzment
commitiee, and potentialy the reguator.

2
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Activity 3: Comment on Trustworthiness
and Information Security

= Access & on a neadtooccess bats. Only the buliding that you need fo get
nto.

= Any acces Indo the profected anea by confracton or pecpie not
authoriaed would need to be escored by somecne with authorization.

Activity 3: Comment on Trustworthiness
and Information Security

= The HARI focllty has various creas with difterent senstiviies. There are creas
such a3 offices. arecs with occess o e reactcr, arecs with
radiopharmaceutical production, and fuel fobdcation. Tustworthiness,
depending on e nead of the acces: of the aras, shoukd be groded.

= 3leves of occess would be: Generd Area Access. Sensifive Area ACCess.
and Profected Area Access.

Activity 3: Comment on Trustworthiness
and Information Security

= Noediodnow prncipie for securtty reiated matiers.

= Management of keys and locks.

= Employeas found 50 be untussworty may kse clecrances of their roke in
Mol respactive fockey

= Security and Tussworningss Tralning for emnployees.

|
5
28

29
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Activity 3: Comment on Trustworthiness
and Information Security

= Ganeral Area Access - Would Include o simple bockground check. idensly
check, and reference check

= Sarcifive Area Access - Psychological sests, criminal record check. financial
stuation chack, consubiation with police/authadties.

= Protected Area Access - Naticnd securtty clecronce which Includes
Interviaws wih peopie who inow the empicyee. raview of frovel overees
connections. il history check for the last 10 year, ond periodic
recusossment.

FIGG 2 FLARS Sise Pl

30




Activity 3: Comment on Trustworthiness
and Information Security

= Al Information ot HARI whether penter, sleconic verbal or visual, must
adhere 10 HARI infarmation securty guidalnes designed %o protect he
infegriyy, confidentialty and cvalcoiity of Infarmaticn that s deemed
sersitive. A foemnal program of identitying. controling, protecting and
dastroying this sersitive Information shoud be establshad for HARL

= Clecr roles ond resporsibiities must be identied for key pesonnel in the

Qe of urtty. AR In hending sensitive
material have @ respansbilfy i ensuing Infomation securty.

:

Thank you!
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Activity 3: Comment on Trustworthiness
and Information Security

= Sersitive moteral con Include: printed, elecironic, viual or verbal

= Al sonsEive document or informafion should be classitied. Clossfication
Inciudes: RESTRICTED, CONFIDENTIAL, and SECRET.

= Closification of hformason & based on the pofential corsequence shoud
e document be not controled.

Information that is not senzitive is not given a classification but may be
reedio-know.

= Some information are free-doshare/publc document.

20

Activity 3: Comment on Trustworthiness
and Information Security

® RESTRICTED ~ Fioor plans of the reactcr, showing enfronce and et
» CONFIDENTIAL -

® SECRET - Securty sys!
response plans.

= Information & moted o clazitied. Depending cn the ciasstication. sioroge:
requremenss of e infomasion is graded. The higher the clazification. the
more robust safe or electronic netwark & needed.

= Acces fo ciaused Informaticn & aways on o need-4o4now and fypicaly
requires a nasonal securtty clearance. This ako applies 10 verbal
Information.
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tainability.

Case Study 1—- 500 kW to SMW

= If considering the reactor change from 500 kW to SMW there are
significant safety and security implications.

u Answer to Q1- 03 is yes

consider change to the desien, configuration and OLEs as a result of increased power
consider processes/ activties that would be affected as a result of increased power, eg.—
number of people on siteand period of time on site, vpes cf experiments and reactor
utilization, frequency of handling fuel and radiclogical matarials

revise DBA and security analysis considering increased sourte term
determine what safety and security regulations apply to the changs = re=l censing required

rharge wnild invelve all graupswithinthe reactor operating arganisation, including
security and all exsertise listed in working group ouline

multiple changes all requiring assessment corsidering safety and security (reactar safety
comnitles, security experts, regalators)

Case Study 1 —potential impact on safety related to
changes to physical protection system

= (1 Tre proposed changz could result in an increase in the frequency of occurrence of
an accident D'cwuuslv wwaluated in the faclity safety analysis

= Installation and maintenance of the fence posts (digging and cancreting) or assodated security
=urveillance equipment if pooily exeeuted may da '-u‘?r_' the structures surroundirg a
supporting the underground bailding services, possibl mcrmmng the frecuency of potential
disruption to pawer to safety systems water .uppllr’. r reactor cecling and heating steam,
Damage to heating stesm line may result in damage to water and power sspply

= pAssessment of 11e change would require facility senice drawings and security design of fence
and the safety analysis

= Tiis would reli ﬁs upaort and communication between the engineering (design and
51 ructural anal dv:ls the sawan al,vsls 'eam se(urt.'fph:.lsml procection and sakeguards
mmittae an ommitt el address using establisted change cuntrul

pru:a&m including :ma:smeni Dflhe safELs' calﬂl‘il,w of the change and regulatory
implications (which may requiie reguitony approval

= Tie engineering team and maintenance would need to work with the security team to ersure
thaulﬂr; de installztion and mainenance of the fence would nat compromiss the bulding
servicesand surrounding strudure.

Case Study 1= potential impact on safety related to
changes to physical protection systom

= 02 The proposed change could incraase the risk of exposure to staff
= The combined hcrease in power {consequence) and the inoreased frequency of potential

disruptlon to power o safeTy sysTems, of reantor coeling could Incease 1he sk of exposure 1o

the facility staff

The additional fence barrier may impade egrass of rzactor staff and students durng an

emergercy involving a radiological release, The newintepio® security doors will ako potentially

Impede egress of reactor staff, increasing the exposure time.

Baoth the fence and secarity deors may also potentizlly impade the access of emargency

respondars to reach inured persennal.

Proper ssesateal ol U inueased expuaure sk woald equin seppon ediatio protetion

advisurs emergency management planning teams, the safely analysis team and reactor safet,

Cummitiee. hr)rnlur 'I'Idl'ldl?ll'llt‘[ll eam ﬁtdLlU[ Iﬂslf'lavl‘l) wow |( 'Il'l‘d w LU ticats w the

oo failily groups, ncluding operalions stafl, students, radiation polesGen s

EMErgercy maragement staff.

Established change control processes would be followed insolving discussion with the above

groups, and including assessrent of regulatery impications. Interactions aith the regulators

would he manazed by reeulatary affairs manager, licensing officer of reacior manager,

Case Study 1= potentialimpact on safety related to
changes to physical protection systoem

= Q3 The proposed change could create the possibility for a malfunction of

a S55C important to safety with a different result than from any

previnusly evaluated in the facility safety analysis

= Depznding on the equipment located in the utility room and the additional

physical protection (e.g. hardening of walls, installation of barriers) there could be
the possibility of damaging an 550 and malfunction with a different result not
previously evaluated in the safety analysiz (loss of support/auxiliary systemns)
Thiswaild require facility engineering drawings and design of the utility roam and
its equipment, and the safety analysis.

Changes to the utility reom would reed to be discussed with, assessed and
addressed by engineering, security and safety analysis staff using established
change control processes, including assessmant of regulatory implications
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Case Study 2 = impact on security due to safety
change

= The proposed change and activities could decrease the reliability or
availability of a security system to perform its intended functions
= The chemical tank will reduce the possibility of detzction of unauthorised
persannel in the protection area due to the obstructed view.

= The delivery vehicle will further reduce defence in depth n detection
Ii the dalivary timae is at tho samo time each weak, knowledge o' the docroased
detection availability could be exploited — work management (control and
plannirg) needs to be considered by the operations team and security team if
additional protective measures are to se applied during the delivery.
If the dzlivery vehice is required 1o enter the protected area, this could intraduce
sahnotage risk fraom potential rollision of the truck and damage of plart, ar due to
driver sccess lo the protected area wha could exploit vulnerabilities identified
through famllarity with the facility.



Case Study 2 —impact on security due to safety
change- continued

= The new chemical tank could also present a sabotage target, resulting in
envirenmental and safety risk

= The security team would need to provide support on personnel security
matters related to the driver(s)

= The Operations team should inform ESOs (ambulanceffire services)
regarding presence of the tank for awareness of potential hazard or access
issues in an emergency.

= Operations would also discuss implications with environmental groups,
WHS and the security Team

= Established change control processes would be followed to address safety
and security issues involving discussion with the above groups, and
including assessment of regulatory implications.

HARI- Security Management and Materials on-site

= HARI has a Nuclear Security Management System which is integrated in
the organisation's IMS.

= The NSMS covers a comprehensive range of security topics comprising
formal documentation, policies, procedures, practices and actions

= clearly defines the security responsibilities of HARI role holders and
external support agencies (response force) and stakeholders

® change management, covers safety and security
= Safety interface
= provides facility layout and protected area features
= materials with the potential to result in URC located in protected area

HARI- Nuclear Security Management System

= Key elements — Appendix 10

= Leadership for Nuclear Security — organisational struscture
= Suggest to first focus on the integrated management system and to include a subsection

defining security culture and characteristics and interactions with safety culture, and how
this is supparted befare stating the leadership focus on reward and recagnition.

Security Operations

Physical Security

Personnel Security

Information Security

Computer Security

Management Processes

Analysis and Planning

Security Analysis —threat and sabotage target analysis (consequence analysis)

HARI= NSMS = Key elements Appendix 10 continued

Security System Design and Evaluation

Security Plan

Security Contingency Plan interfacing with Emergency response plan
Access Control

Security Training - general aspects of security culture are included here
System sustainability

Resource and budgeting

Maintenance, testing and calibration

Performance assurance

Compensatory measures = could also refer to scalable measures
associated with increased threat based on intelligence

HARI= NSMS

—
= Process improvement
= Security event reporting
= Security forces, guard and off site response force

= Interfaces with the facility IMS
= Human Resources
Procurement, contracts and agreements
Policies and directives
Processes and Procedures
Records Management and document control - suggest to inelude triggers for review (staff
identification of errors or improvements, changes in regulatory requirements)
Delegation of authority
Managemeant of change
Performance evaluation
Safety interface
Kuclear Material Accountancy and Control
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HARI = Materials on site

Quantities and locations of nuclear and radioactive materials identified in
Appendix 7 (theft targets).
Appendix 23 Contingency Plan Section &.4 lists the nuclear materials and
also their security category

- Suggest to also list the security category of materials in Appendix 7.
Accounting system provides means for deterrence and detection of the
unauthorised removal of radioactive and nuclear materials.
Non-nuclear hazardous materials are not included, but an incident
involving these may lead to a nuclear security or safety risk — this may be
worth noting



