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Risk Monitor

“A plant specific real-time analysis tool used to determine

the instantaneous risk based on the actual status of the

systems and components. At any given time, the Risk

Monitor reflects the current plant configuration in terms of

the known status of the various systems and/or

components – for example, whether there are any

components out of service for maintenance or tests. The

Risk Monitor model is based on, and is consistent with, the

LPSA. It is updated with the same frequency as the LPSA.

The Risk Monitor is used by the plant staff in support of

operational decisions”

IAEA definition (IAEA-TECDOC-1101)
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Typical Risk Monitor functions

▪ Display plant risk for any configuration
• CDF, LERF, loss of shutdown cooling

• changes in plant risk over a period of time; cumulative risk

▪ Display safety system availability

▪ Calculate/ monitor Allowed Configuration Time

▪ Input plant configuration changes/ maintenance 

schedule

▪ Storage/ retrieval/ display of historical 

configuration data

▪ Address “what if?” questions for changes to 

plant configuration (hypothetical mode)

▪ Carry out maintenance planning
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Cumulative Risk 
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Operational Safety Criteria
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Typical usage of riskmonitor software at the NPP

1. Operators in control room

◼ real-time evaluation of the plant risk during the full power operation and 

during the low power and shutdown operational modes

2. PSA Team (on-site)

◼ evaluation of the risk from special unexpected events, 

◼ monthly, quarterly and annual risk reports, etc. 

◼ AOT calculations

3. Maintenance Team – Outage Risk Management 

(online maintenance planning and maintenance planning during 

refuelling outage)

◼ preliminary evaluations of the planned maintenance schedules to 

minimize high-risk configurations

◼ evaluation of the real maintenance schedules
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Control of Access

▪ General user/ all plant staff
• view current/ past risk profiles/ data

• input hypothetical plant configurations

▪ Maintenance planner
• as above plus input/ manipulate proposed maintenance 

schedules

▪ Control room operator
• as above plus input/ edit actual plant configurations

▪ Risk Monitor Administrator (PSA expert)
• as above plus import/ edit PSA model and databases
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Development of Risk Monitor PSA Model

▪ Average PSA is not useable directly for a Risk 

Monitor application

▪ Typical changes required to PSA
• removal of asymmetries

• model system alignments; running/ standby trains

• review screening in LPSA

▪ Enhancements often made to the PSA
• better common cause failure model

• revised human error probabilities

▪ Required to verify that the Risk Monitor results are 

consistent with PSA
• produces equivalent cut-sets

• results for new features are correct (to cover the CCF model, 

HEPs, dynamic events, alignments not included in PSA, etc. as 

appropriate)
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Risk Monitor Operation

▪ Inputs: plant configuration information
• components removed from service

• system line-ups

• mode of operation

• environmental factors

▪ Outputs:  risk information
• point-in-time risk (CDF/ LERF)

• risk profile; cumulative risk

• Allowed Configuration Time

• safety function/ safety system status
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The most popular riskmonitors

➢ „Equipment Out Of Service software“ (EOOS) – EPRI 

product, currently renamed to „Phoenix Risk Monitor“ (model 

format: CAFTA)

➢ „Safety Monitor“ developed by Scientech (model format

WinNupra)

➢ „RiskSpectrum Riskwatcher“ developed by Lloyd’s Register 

RiskSpectrum AB (model format RiskSpectrum PSA)
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Analysis tools, reports

„EOOS“ risk monitor

PSA team
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KUMULOVANÁ CDF - počas GO 1.bloku 2004
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Identification of high risk 
configuration

Maintenance team

Overall risk profile

Standard maintenance 

activities during 

refuelling outage

„EOOS“ risk monitor
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Evaluation of the real risk profile during refuelling outage

Cumulative CDF during refuelling outage
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Use of SM in Real or Hypothetical Mode

„Safety Monitor“ risk monitor
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Use of SM in Schedule Mode

„Safety Monitor“ risk monitor 
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„RiskSpectrum RiskWatcher”

Two platforms:

➢desktop version

➢WEB version
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„RiskSpectrum RiskWatcher” - desktop

Operation
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„RiskSpectrum RiskWatcher” - desktop

Operation
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„RiskSpectrum RiskWatcher” - desktop

Planning
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„RiskSpectrum RiskWatcher” - desktop

Planning

One of the required emergency systems is 

not operational
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„RiskSpectrum RiskWatcher” - WEB

Two platforms:

➢desktop version

➢WEB version

Online
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„RiskSpectrum RiskWatcher” - WEB

Online
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„RiskSpectrum RiskWatcher” - WEB

Planning
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Defence-in-Depth structures – qualitative part of 

Risk monitors

Examples of Ways to Use DiD Panel Displays

Item Monitored What the Colors Mean

System status Red = System unavailable

Yellow/Orange = System partially available

Green = System available

Safety function status Red = Safety function requirements not met

Yellow/Orange = Safety function requirements partially

met

Green = Safety function requirements met

Compliance with technical 

specifications

Red = Plant is not in compliance

Yellow/Orange = Plant is partially in compliance

Green = Plant is in compliance

➢ Provide qualitative risk assessment

➢ Provide instantaneous (visual) information about the availability 

of systems, subsystems and components, safety functions.

➢ Illustrate relations and dependencies between systems, etc.
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Examples of Defence-in-Depth structures

EOOS

Safety system 

status

Status of specific 

component (DG)

Technical 

specification 

status
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This  configuration 

requires shutdown 

to mode 3

TS for fullpower

operation are not 

met

Examples of Defence-in-Depth structures

EOOS

EOOS



International Atomic Energy Agency

The status of 

operational 

requirements

Safety function 

status

Examples of Defence-in-Depth structures

RiskWatcher desktop
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Examples of Defence-in-Depth structures

RiskWatcher WEB

The status of 

operational 

requirements

The status of Safety 

requirements/Safety

systems
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Examples of Defence-in-Depth structures

Critical Safety Function Status display in Schedule Mode

Safety Monitor
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Outage Risk Management General Practice 

➢ Preparation of preliminary outage schedule.  

➢ Outage risk profile calculation and identification of 

the high risk plant configuration.

➢ Discussion of findings and development of the 

reviewed outage schedule.

➢ Final outage risk profile calculation and outage 

schedule authorization by safety department.
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An example of specific steps of the refuelling outage 

analysis using Risk monitor software:

1. Preparation of  the outage schedule 

2. 1st preliminary analysis of the refuelling outage – eight months 

before outage

3. 2nd preliminary analysis of the refuelling outage – four months 

before outage (if necessary)

4. 3rd preliminary analysis of the refuelling outage – two months 

before outage – the result is sent also to regulatory authority

5. daily risk profile evaluation during the refuelling outage + final 

real risk profile for whole refuelling outage

Outage Risk Management General Practice 
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Preliminary refuelling outage schedule

Outage Risk Management General Practice 
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Typical Reasons for Using a Risk Monitor

▪ Apply a risk-informed approach to managing plant 

operational safety

▪ Schedule maintenance to avoid peaks in the risk

▪ Achieve greater flexibility in plant operation

▪ Provide justification for carrying out more 

maintenance on-line

▪ Get information on component restoration/ 

importance during maintenance

▪ Address US NRC Maintenance Rule
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Using of risk monitor for risk informed decision 

making – benefits

➢ PSA methodology via risk monitor can be used by the NPP 

staff without detailed probabilistic knowledge but on the 

other hand with detailed deterministic knowledge. Such 

situation creates good assumptions for integrated risk 

informed decision making.

➢ Based on Configuration Risk Management the risk profile of 

the plant can be optimized and minimized.

➢ High risk plant configurations can be identified and removed 

from the maintenance schedule program.

➢ Cumulative Risk of NPPs is reduced to the minimum.
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